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AHanns TekyLlero coCToAHUA NHGOPMALMOHHOW
6e30nacHOCTY KHYeBbIX KOMMOHEHTOB IT
NHGpacTpyKTypbl OpraHusaumnm

daacdigital.com



3HaHue cBOUX cnabocten genaet
Hac cuJibHee

Cneumnanuctel DAAC digital nomoryT pa3obpaTbCa BO BCeX HroaHcax Bawer IT nHpacTpykTypsbl,
NPOaHaN3NPYIOT pe3yNbTaTUBHOCTb Pean30BaHHbIX 3aLLUTHbBIX MEpPONPUATUIA N OKaXyT MOJHYHO

SKCNepPTHYK NoAAEPXKKY B obnacrax, HY>KAAKLWWXCA B yayylweHnn an4 obecneyeHnsa MakKCMManbHOro
YPOBHA COOTBETCTBUNA CYyLLLEeCTBYHOLLM Tp66OBaHI/IF|M.

KBanudukauma Hawen kKomaHabl npodeccroHanoB noatrBepxaeHa ceptudukaumen CISA, CEH,
Microsoft, Cisco, Check Point, Oracle n gpyrumu, a Takxe rogamu onbiTa aHann3a 1 oLEeHKN pas3inyHbIX
NHPPACTPYKTYP B NHOOBIX OTPACAX SIKOHOMUKMN.

MonyunTte 06bEKTUBHYIO OLLEHKY COCTOSIHUSA
Bawuen 6e30nacHOCTU

AHanms apxuTeKTypbl CETeBOW NHPPaCTPYKTYpbl

1 a) KOHOUrypauusi 1 HacTponky 0b6opyAoBaHUS, MOAUTUKA U MpoLesypbl
NHPOPMaLMOHHOM 6€30MaCcHOCTM MO OrpPaHNYEHMIO 40CTYMNa K CeTEBbIM
cnyxbawm;

b) oueHka  ypOBHA  3aLUMLLUEHHOCTM  CeTeBbIX  CEepBUCOB  OT
HEeCaHKUMNOHMPOBAHHOIO  AO0CTYNa,  OUEHKa  apXuUTekTypbl W
NCNONb3YeMbIX TEXHONOTMA obecrneyeHnss BbICOKOM AOCTYMHOCTN
CeTeBbIX CEPBMCOB;

C) aHanmM3 TEXHONOTUI, MPUMeEHseMbIX ANa obecrneyeHnss 6e30nacHOCTU

ceTeBbIX yC1yr: ayTeHTUdUKaLMSA, LUNGPOBaHME 1 yNpaBneHe CeTEBbIM
NOAKNHOYEHNEM U T.A.

AHanus nporpaMmMHo-annapaTHoro kommnaekca IT nHppacTpyKTypbl Ha
2 ga ypoBHe pa6ouunx ctaHuui (End Point)

a) aHann3 TeEXHNYECKMX NapaMeTPOB annapaTHOro KOMMAEeKCa;
b) aHann3 6a30BOro NPOrpaMMHOro KOMMaeKca;

C) aHanwms cncTemMbl 6€30NacHOCTU pa6oq|/|x CTaHLl,I/IIZ}

d) aHanu3 NpukNagHbIX MPUNOXKEHWNT



:

AHanuns nporpamMmmMHo-annapaTHoro komnnekca IT UHPpaCTPyKTypbl Ha
YpOBHEe TeXHosiornyeckom nnatdpopmsl

a) cepsepHad rpynna;
b) CYBA;
C) MNPUKNAAHbIE NPUNOXEHWS;

d) oueHka Npou3BOANTENBHOCTY 060PYAOBAHNS TEXHOIOMMYECKOW
naaTpopmbl.

AHanus ycnosuin u cpepbl PyHKLMOHMpPoBaHuMA IT o6opyaoBaHmA
TexHonormn4yeckom nnatpopmsbl

a) opraHmsauusa dusmnueckor b6esonacHoctu LIO/J (cepBepHOro
nomMeLlueHus);

b) cpesa dyHKLUMOHMpPOBaHUA 06beKkTOB IT MHGpPaCTPYKTYpbl NAaTGOPMBI.

AHanms npouecca HenpepbIBHOCTU GpYHKLMOHUPOBaHUS
MHPOPMALIMOHHbIX CUCTEM

a) uaeHTUdMKaLMs TpeboBaHWI K obecneyveHnto HenpepbIBHOCTY
GYHKLMOHNPOBAHMA 1 aBapUINHOr0 BOCCTAHOBNEHWSA MHPOPMALIMOHHbIX
cIcTem;

b) opraHn3auusi pesepBHOro KOMMPOBAHUS AaHHbIX U X BOCCTAHOB/IEHME
N3 pe3epBHbIX KOMUIA.

MpakTuyeckoe TecTupoBaHMe KOMNOHEHTOB IT MHppacTPyKTYpbI
Ha COOTBETCTBME MMHMMAJIbHbIM Tpe60BaHUAM UHPOPMALMOHHOMN
6e3o0MacHOCTU

a) nouyToBbIV W3 (Gateway);
b) BbIsBNEHME yTeUKN KOPNOPATUBHbBIX NAEHTUPUKALMNOHHBIX AAHHbIX;

C) oOLleHKa CTOMKOCTU UCMOb3yeMblX Maponer, BKayas naponu,
COXpaHéHHble B bpay3epax;

d) cnmynaums GULIMHIOBOM aTaku.

Pe3synbTaTbl OLEHKU

OGLI.I,VII‘/'I n AETaanblﬁ OTYEeT C pe3y/sibTaTaMW aHann3a U CriMCKOM BbIAB/TE€HHbIX HEeCOOTBETCTBUW

PekoMmeHpaLUM 1Mo MUHVMMU3ALUN BO3AENCTBUS HECOOTBETCTBUA U MOBLILLEHWIO YPOBHS
3almLeHHoCTL IT MHPpaCTPYKTYpbI

OpureHTUpoBOYHas CTOMMOCTb ycnyru: $7500

Cpok npoBegeHus ayanTa 2 mecsua, npoueaypa follow-up BktoueHa B yKazaHHYH CTOMMOCTb.

Ans 6onee I'IOApO6HOI7I VIH(I)OpMaLl,I/II/I CBAXNTECE C HAMW N Mbl MPUMEHWM BCE HallW 3HAaHNA W OMblIT,
UTO6bl MOMOYb Bam NMOBbICUTL YPOBEHb 6e3onacHoCTK B Baluen opraHn3daynin.
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